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Introduction &M

Today | will talk about, how

| accidentally created yet another, but hopefully the last,
quiz archiving plugin for Moodle ...

© Challenges and requirements when archiving digital exams

& Why not just use one of the existing solutions?

& The novel Quiz Archiver Moodle plugin (Overview & Live Demo)
& Current development and next steps

® Open discussion about the plugin and digital archiving solutions



Challenges (o]

A glimpse of the challenges that arise, when archiving digital assessments:

e Archives must still be readable in 10 years
e ... while ensuring, that archived data is static and will not display differently in the future
e ... without requiring an ancient Moodle instance and long unmaintained plugins

Data must be stored tamper-proof and digitally signed

Support for a wide range of question types, including third party plugins
e Not only HTML, but also file submissions, (external) images, ...
e Dynamically rendered components: MathJax formulas, GeoGebra applets, ...

Archive tasks must be complete, traceable, and correct, but also GDPR compliant

The archiving process must be simple and should not require extensive digital skills

e Quiz reports must be customizable, according to the institutional requirements



Existing Solutions

A plethora of attempts to solve this problem exist. To name a few:

Moodles built-in attempt review page (manually printing to PDF)?

e Quiz archive report (quiz_archive)?

Assign Submission Download (1ocal_assignsubmission_download)®

Quizattemptexport (local_quizattemptexport)3
QuizExport (quiz_export)*

exportresults (quiz_exportresults)®

lhttps
thtps
3https
4https
5https
6https

://docs.moodle.org/403/en/Quiz_reports
://moodle.
://github.
://moodle.
://moodle.
://moodle.

org/plugins/quiz_archive
com/MoodleNRW/moodle-local_quizattemptexport
org/plugins/quiz_export
org/plugins/quiz_exportresults
org/plugins/local_assignsubmission_download
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Existing Solutions 2 /2

A Problems with existing solutions

e Dynamic content, such as MathJax formulas, is not supported, or attempts are not
rendered as originally shown to the student

e Missing customization options, e.g., to export with(-out) example solutions

PDFs must be exported manually or require additional technical knowledge

Systems fail when quizzes have a large number of attempts

Installation of additional software on the Moodle server and security problems

Archiving process is unclear or prone to human error

Comparison of Quiz Archiver and Quizattemptexport: E
https://moodlenrw.de/course/view.php?id=125 MOODLE.N RW
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The Moodle Quiz Archiver

A modern Moodle plugin that archives quiz attempts as PDF files
for long-term storage independent of Moodle.

PN

Available on w

& Moodle Plugin Directory: https://moodle.org/plugins/quiz_archiver

© GitHub Repository: https://github.com/ngandrass/moodle-quiz_archiver

&8 Free to use under the GNU General Public License v3.0


https://moodle.org/plugins/quiz_archiver
https://github.com/ngandrass/moodle-quiz_archiver

Created Quiz Archives (Overview)

Berechnen S donFlbchenit, dor von e e () = 3. 28 — 3 o 2 Achse Koot engeschiossen e

Created quiz archives can contain various data.
Contents are freely configurable. o

e Attempt export (attempts/)
e PDF export
e HTML source
e Attachments

e Moodle Backups (backups/) ‘ ,
e Quiz activity e o ;
e Full course

o Attempts Metadata (.csv)
e Checksums for all files (.sha256)



Created Quiz Archives (

MM MaxMustermany

Kurs  Example Moodle Course for Quiz Archiver (Course-ID: 31)
Test Example Quiz Quiz{D: 36)
Begomenam  Friday, 21 Apil2023,09.06
Status Beendet
Boendotam_Friday, 21, Aprl 2023, 1006
Vetbrauchto Zeit 1 Stunde
Bawertung 15,50 von 4000 (39%)
Feedback Sie haben den Test ider icht bestanden

Archiviert Monday, 13. November 2023, 16:01
nformtion
¥ Fragemarkien

Hinweise zur Bearbeitung der Aufgaben

Zwischenspeicherung der Eingaben

Attempt Report)

Question 13

Feg ueston

Please drop the flags and country names inta the map.

Beachten Sie: Die

Eingabe der Antworten

3 Zeichen  finden e i der Tabele. it der
e TestNavigation
o speriller Zechen wird I den 2uge angegeben
+ e sind ince Regel Wenn n der Aufgaberich andes besciieben,geben Se Iy Ergebns sttidessen als
Bruch,ggfs. als Quadratwarze i
+ Wem iesine Antwortengeben, it dese nterpretert nd urter oder \ob e Erg
* Di notwendig, wenn explizit darauf hingewiesen wird.
Generell: Fragen Sie, , wie Sie Ihr
Antworten-Riickblick
schit 2ot Akton Sttus
21 A 2023,0906.45 Begomen
2 21, Aprl 2025, 090650 Gesehen
. 21 Al 2023, 1006145 Versuch beendet
4 25. April 2023, 19:16:58 Versuch beendet R

correct,



Created Quiz Archives

Create new quiz archive

(User Interface)

Trigger the creation of a g this form,
You can always check the current status on this page

© Settings

- eference Quiz standard qesion e

Attempts Export quiz attempts (3) @
Include quiz header @
Inudeoverl iz fedback ©
e quesions @
e ndvialcestion ek ©
e genrl uesion esdbck @
Include correct answers @
Include answer history @
Include file attachments @

Backups. ) Export Moodle quiz backup (mbz) @

0 Export full Moodie course backup (mbz) @

~ Advanced settings

P—— o [m =
L fles I Keep HTML surce s @
v name 0 [(quochive scouseshorna
Report name @ | attempt-Siattemptic-Sfuserr
Atomatic deetion e ©
Retetion time © [ [aps o
Archive g
Archives C'
St time
. Saws User JobiD
2020022 sdmin 25303l 1ee-2007-0242c0280005

0
103515 105553

size

57MB

Quiz archiv

JobID

Status

Course.

Quiz

User

Time created

Tim
modifed

Quiz archive.

Signature

Settings

3a96745¢-3290-Tee-8Be-02425C150005.
[ osbed ]

Example Moodle Course for Quiz Archiver
Example Quiz

Admin User (admin)

14 August 2023, 1:46:38 PM

14 August 2023, 14805 PV

Fiename  quiz_archive_cid31 cmid108.qid36_2023-06-14 134804 tar gz
sze 39M8

Checksum

Signect on 7 neventer 2013, 12:38145 P by Beeps: /et org/ s
Download: & query g - ik reply
Nunberof temots
prr—
—
incode overa i edoick
inchde quesions
st ndvidualquestion fedback
EPR———
T —
e s isory
T ——

xportfull Moodle courss backup (i)




Key Features L 4

e Archiving of quiz attempts as PDF/HTML files, incl. file submissions
e Made for long-term storage, fully independent of Moodle

e Customization of generated PDF and HTML reports

e Supports MathJax, STACK plots, and other dynamic JS content

e Inclusion of Moodle course and quiz backups (.mbz)

e Integrity checks via checksums for every quiz report

e Cryptographic signing / attestation of archives and their creation date using the
Time-Stamp Protocol (TSP)

e GDPR compliant and offers configurable data retention policies
e Fully asynchronous archive creation to reduce load on Moodle Server

e Data-minimising and security driven design

e Full list: https://github.com/ngandrass/moodle-quiz_archiver


https://github.com/ngandrass/moodle-quiz_archiver

Plugin Architecture and Process Overview

4.3: Render quiz attempts (PDF/HTML)

K

3: Enqueue archive job —————— > - 5- Calculate

2: Prepare l: -
archive job
J 4.1: Request quiz attempt 4212 (mbz) - = CheCksums
8: Validate & 4’/N;uést Moodle course/quiz backups @ 6 Create
store archive «— -~ 4.2 archive
«—— 7: Upload quiz archive —————————
Quiz Archive
Worker

-« T - .
= 10: ¢, 9 Re,
Vpt o "equest .
Plographicay, attesy :SF; Signatyre -
chive - =

© ti) ockauny
mesfamp & checksum e

Moodle LMS

N
N B r
T o B o Q
w3 £ Sz
SE|!s g Time-Stamp
&5 8 Authority
= - (External)

([ J—n—

e

Teacher/
Administrator

Figure 1: Plugin architecture and information flow 10



Live Demo

Live Demonstration

11



Archive Settings and Global Presets

/& Quiz archives can be customized in a variety of ways.

oS Each setting has a preset value that can be configured

Include feedback

Include correct answers

v Settings
Quiz

Attempts

Include Moodle backups and file attachments

Paper size

Dynamic, variable based, filenames

globally within the plugin settings menu.

& Individual settings can be locked to their global preset.

Backups

Reference Quiz (standard question types)
Export quiz attempts (3) @

Include quiz header @

Include overall quiz feedback @

Include questions @

Include individual question feedback @

Include general question feedback @

Include correct answers @

Include answer history @

Include file attachments @

O Export Moodle quiz backup (mbz) @

O Export full Moodle course backup (mbz) @

v Advanced settings

Paper size

HTML files

Archive name

Report name

Retention time

Automatic deletion

Me
(0 Keep HTML source files @
quiz-archive-${courseshortna
attempt-${attemptid}-${userr
Enable @
1005 || days |

12



Global Archiving Presets

Include correct answers [ pefault ves Locked
- Display the correct answers for each question inside the report.
This setting may be hidden, based on the value of quiz_archiver/job.preset_export_report_section_question
Include answer history Default: Ves OlLocked
er ort.report_section_history
Display the answer history for each question inside the report.
This setting may be hidden, based on the value of quiz_archiver/job. preset_export_report_section_question
Locked

Report name attempt-${attemptid}-${username}_${date | Default: attempt-${attemptid}-${username}_${date}-$(time}

lename} pattern. The file extension will be added

Name of the generated quiz attempt reports (PDF files). Variables must follow the 5{var

automatically.

Available variables:

ourseid): Course ID
<}: Course name

Course short name
{enid}: Course module ID

o ${quizid}:Quiz ID

© ${coursenan

{ courseshortn;

« ${quiznane}: Quiz name
ttempt ID

* ${usernane}: Student username

o ${attempt

tudent first name
Student last name
Attempt start unix timestamp

{firstna
& ${lastname}

timesta

o §{tinefinish): Attempt finish unix timestamp
e 3{date}: Current date (YYYY-MM-DD)

time}: Current time (HH-MM-SS)

Current unix timestamp

217 13

o ${timestamp

Forbidden characters:




Software Compatibility and Automated Testing

e Backwards compatibility for Moodle 4.1 (LTS) and PHP 7.47 maintained until EOL of
Moodle 4.1 on 2025-12-08

e PHPUnit tests for most key functions
e Automated Cl execution of tests on all supported Moodle and PHP versions with both
PostgreSQL (recommended) and MariaDB/MySQL
e Moodle 4.1 (LTS), 4.2, 4.3
e PHP 7.4, 8.0, , 8.2

Moodle Plugin Cl

48 workflow runs

Release version 1.2.3 (2024011200)

Figure 2: GitHub Workflow for Plugin Cl Jobs®

7If you are still using PHP 7.4, upgrade now! PHP 7.4 stopped receiving security updates in 2022. Upgrade
to PHP 8.1 ASAP! No excuses ;)
8Workflow definition on GitHub: /.github/workflows/moodle-plugin-ci.yml 14


https://github.com/ngandrass/moodle-quiz_archiver/blob/master/.github/workflows/moodle-plugin-ci.yml

Known lIssues T

e All Moodle core question types are confirmed to work, however ...
e Large drag and drop images will not be rendered correctly

e Problem with the Moodle core question types
e Official bug report filed in Moodle Tracker: #MDL-80473

= We want need You!

A handful of people will not catch every bug or encounter edge-case problems.
o o

0: L
Please report bugs you found within the €) GitHub issue tracker:

https://github.com/ngandrass/moodle-quiz_archiver/issues

15
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Roadmap A

| have some ideas ...

e Expansion of scope to include file upload activities (mod_assign)

e Support of external storage providers (e.g., S3 WORM storage) to extend/replace
Moodledata storage
e Integration with yet to come E-Assessment related plugins

e Moving away from a single big monolithic plugin to multiple smaller plugins that are tailored
to their specific tasks

e Ensuring maintenance of this plugin

! We ... again ... want need You!
However, these are just my ideas...

But what do you want or need?

16



Existing Feature Requests

A number of feature requests from different universities already exist:

e Integration of additional user attributes in report header (e.g., matriculation number)

e Support Moodle developers fixing problems with drag-and-drop question types

Export of single-user quiz archives

Automatic archiving of quiz attempts

Enabling quiz archiving on a per (sub) course category basis

Inclusion of additional activities (e.g., assignments)

Simplification of setup process

Automatic transfer of archives into external storage solutions

Display fixes for specific third-party question types

17



Driving Forces

Hochschule fur Angewandte
Wissenschaften Hamburg

Hamburg University of Applied Sciences

(@) ByCS

’ Moodle an
m Hochschulen

AG Entwicklung & SIG E-Assessment

18



Any Questions ?

Be part of the discussion and future developments!

¥ File an issue or feature request on GitHub:
https://github.com/ngandrass/moodle-quiz_archiver

‘& Join AG Entwicklung: https://moodle.hu-berlin.de/course/view.php?id=37191

’a* Join SIG E-Assessment: nttps://moodle.hu-berlin.de/course/view.php?id=71759

% Contact me via E-Mail: <Niels.Gandrass@haw-hamburg.de>

& Raise your hand right now ;)


https://github.com/ngandrass/moodle-quiz_archiver
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