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Imagine it's 2029

A student misses some score for final graduation
and contests the grade of an exam from the winter term 2026/27

Can you prove exactly what was answered
and how it was graded?



| et’'s have a look into our Moodlel

O The course was reset for the next semester - twice

U= Existing attempts were deleted during roll-over

=» Three questions were edited

X The teacher with their private archives left the university
X% That fancy question type plugin is no longer installed

* Moodle had a breaking major update since then

Moodle is a learning platform, not an archive system



How do we archive today?

= "Print to PDF" (by hand) for every single attempt

& Or actually printit...on paper ... and put it in a cabinet

® Or keep course backups forever and hope Moodle can restore them in 2029

& Or simply don't, because it's cumbersome

&% Or maybe already using the Quiz Archiver?


https://marketplace.moodle.com/plugins/quiz_archiver
https://marketplace.moodle.com/plugins/quiz_archiver

A real archive must be ..

= & © O

Complete Trustworthy Independent Compliant

Everything that was |dentical to exam and Readable for 10+ Kept safe according
graded: answers, provably unaltered years, without to legal requirements
attachments, since the time of requiring an ancient but deleted once the
feedback, metadata archiving Moodle instance period is over

Assignment, Quiz, ... SHA256 & TSP PDF/A,HTML & ZIP Policies & GDPR

.. and all of that without constantly having to worry about it!




From Quiz Archiver to the
Archiving Subsystem

Similar but tackling the bigger picture!



The journey so tar

How we actually got where we are today ...

2023

Quiz Archiver

First public release of the
Quiz Archiver plugin - still
actively maintained

2025
v1.0.0 Release

First stable release with quiz
support, Moodle data and
local dir storage, simple
triggers

2024
Stakeholder Workshop
Requirements and user

stories from 58 people
representing 46 universities

2026
v1.1.0 Release

Adds assignment archiving, S3
object storage, Moodle 5.3
support, and various core
improvements

2025

Prototype Release

Public prototype release of
the Archiving Subsystem,
presented at MoodleMoot
DACH and the Moodle
University Conference

Today
v1.2.0 Release

Event-based archiving, single-
user archives, reworked
archiving Ul, searchable
archives ... Submitted to
Moodle Marketplace &


https://marketplace.moodle.com/plugins/quiz_archiver
https://marketplace.moodle.com/plugins/quiz_archiver
https://archiving.gandrass.de/
https://archiving.gandrass.de/

What's new

All compatible features we developed in the last year also landed in the Quiz Archiver

E PDF/A-3b compliant reports (3 Archive structure customization
() Parallel archive job processing New filename variables

Y Latest attempts only exports @ Live job status updates

.73{ MathJax 4 & JACK questions ¢ Chunked uploads

3= More report options @ Moodle 5.3+ (LTS) support

Q Question ID, version, tags, ... &“ Moodle Archiving Worker

Everything you love about the Quiz Archiver

is also part of the Archiving Subsystem!



https://marketplace.moodle.com/plugins/quiz_archiver
https://archiving.gandrass.de/
https://marketplace.moodle.com/plugins/quiz_archiver
https://marketplace.moodle.com/plugins/quiz_archiver
https://archiving.gandrass.de/
https://archiving.gandrass.de/

Quiz Archiver vs. Archiving Subsystem

Everything Quiz Archiver cando ... and a lot more

Quiz Archiver  Archiving Subsystem

@ PDF/A report generation 4 v/ (same worker service)

EEI ZIP Archive creation with attachments v/ v/ (same worker service)

9 Checksums, TSP signing, job policies, .. v v

= : : : : L

ol Scope Single quiz Course-wide overview of all activities

N Activities Quiz Quiz, Assignment, ...

4 Triggers Manual Manual, Scheduled, Event-based, ...

@ Storage Moodle Moodle, Local directory, SMB, NFS, S3, ...

%&o Integration - Flexible API




Walkthrough

Archiving an activity with the new Archiving Subsystem



Where to find it

Each course gets its own archiving overview
accessible via More — Archiving

Archiving Example Course

Course Settings Participants Grades Reports More
/ Question bank
Content bank
> General

Course completion
Badges
Competencies
Filters

LTI External tools
Accessibility toolkit
Recycle bin

Course reuse



Course archivin

This page allows to create new and access existing archives for all supported activities in this course.
Activities
Below you find a list of all archivable activities in this course. Clicking on any of the activities brings you to the respective archiving page where you can inspect existing

archives. The status indicator on the right side shows you if an activity was previously archived and if there have been any changes since then. If an activity is not supported
for archiving, it is hidden by default. Click the button in the bottom right corner of the list to show all activities in this course, including unsupported ones.

Reference Quiz (standard question types)

Quiz with advanced Features A Never archived
() Testassignment

| show all activities

Archive jobs

This table lists all archive jobs that have been created for any of the activities in this course. You can use the search bar below to filter the displayed job list by activity or
archive file names as well as the trigger and job status. You can furthermore select a specific user to only show jobs that contain archived data of that user.

Search activity or file name | | Search user + | | Alltriggers = | | All statuses = |
Start time Last updated: c

ID = Activity Trigger Status 14:29:05

280 2026-10-15 Testassignment 1®  Eventhased a B ﬂ
16:27:42 Arch-Devel-(28)-Testassignment-(92)-6.zip System 16:27:47

279  2026-10-15 Testassignment 3 & m a a B
16:24:49 B) Arch-Devel-(28)-Testassignment-(92)-all.zip admin 16:25:04

local_archiving-course-backup-28-20261015-162449.mbz

local_archiving-activity-backup-92-20261015-162450.mbz

278 2026-10-15 Testassignment 3 & m a B ﬂ
16:24:44 Arch-Devel-(28)-Testassignment-(92)-all.zip admin 16:25:00

277 2026-10-11 Reference Quiz (standard question types) 18 m a a B
16:52:09 archive-Arch-Devel-28-quiz-Reference Quiz (standard question admin 16:52:16

types)-86_2026-10-11-16-52-10.zip
local_archiving-course-backup-28-20261011-165210.mbz
local_archiving-activity-backup-86-20261011-165210.mbz

overview

Eg Lists all activities in the course

D, Archiving status per activity

QO Detects changes since last archive

:=] Lists all created archive jobs

& Shows who / what created a job

% Access files, details, and logs

Q Search by activity or file name
Y Filter by trigger or status

[Z2 Find archives with target user data



Creating an archive

Create Quiz Archive

This form triggers the creation of a new archive. Jobs are processed asynchronously in the background and take some time to complete.
You can always check the current status on the overview page.

Target activity

=?%| Reference Quiz (standard question types) V -
v— Select what to export

v Settings -
@ Euport stemps s © > Example solutions, attachments, backups, ...

[ Export only latest attempts @

Include quiz header @ -—

L]

P
-

Include overall quiz feedback [~]

Choose storage location

8 Include quiz grade @

q° . > Moodle, local directory, network sto rage, ...
Include question marks @
o TT Configurable file names

Include general question feedback @ o

8 et ot © > attempt-${attemptid}-${username}
8 Include answer history @

Include file attachments @

a . .
sy o =7 Customize your archive

[} Export full Moodle course backup (mbz) @

© | MoodteFresore - > Additional files, compression, directory layout, ...

v Advanced settings

Paper size (7] ‘ Ad v ‘ » o o
HTML files [ Keep HTML source files @ 'o Rete ntlon tl l I le
Optimize images 8 Enable @
Maxi i di i 1280 1280 i H
aximum image dimensions 7] ‘7‘X 1280 px Autﬂmatm dE|et|0n Eﬂable 0
Image compression @ ‘ 85 ‘%
Attempt folder name @ | s(username)/s(attemptid) Retention time o | 1095 | days il |
Attempt name 2] ‘ attempt-${attemptid}-${us

Flatten archive [l Enable @ Create archive Cancel

Archive name o archive-${courseshortnam

tomatic deletio Enable



What's inside: Quizzes

Every attempt as PDF/A - rendered exactly as seen in Moodle

User DU Demo User 1 Frage 4 Frage 29
Teilweise richtig Teilweise richtig
Email address demouser1@invalid.localhost Erreichte Punkte 2,00 von 4,00 Erreichte Punkte 1,33 von 2,00
ID number None [ Frage markieren [ Frage markieren
Course Archiving Development (Course-ID: 28)
Quiz Reference Quiz (standard question types) (Quiz-ID: 58) Gegeben ist die Funktion f(x) = iy Gegeben ist die Abbildungsmatrix
x
Started Saturday, 19 April 2025, 4:05 PM ™ a=(* =
Bestimmen Sie die linke Grenze a des Intervalls (@, 2] so, dass das Rotationsvolumen V; um die z-Achse den Wert — annimmt. 0o 1)
Status Finished 2
. y sowie die Punkte
Completed Saturday, 19 April 2025, 4:07 PM @.3)
Duration 1 min 49 secs (1’ X
Grade Not yet graded out of 100.00 (3’ 1

Marks Not yet graded/15.00

R o 1 Berechnen Sie die zugehorigen Bildpunkte w , w5, w3 und positionieren Sie sie in der Grafik.
Archived Sunday, 13 September 2026, 11:15 AM ! :

die Uber ihre Ortsvektoren vy, v,, v dargestellt werden.

a x
4
# Question ID: 12588 | -0-Version: v6 | @ID number: - | ® Tags: - 1. Geben Sie zunéchst das Bestimmungsintegral zur Berechnung des Rotationsvolumens V, an: 23]
Hinweis: Bitte fiillen Sie alle Felder aus.
Information e . L . .
e This is an example description containing text, images and math formulas. Iz |9
ag J
question T [3.1)
Text V, = [pi ] 0 f l(1/x)“2 do =5
m S Yy Y Y3
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Morbi placerat sollicitudin dui molestie efficitur. Duis in a |[g
o - s N - A R . -4 -3 -2 -1 1 2 3 ]
lectus mattis, accumsan orci vitae, maximus nisi. In cursus tempor efficitur. Quisque tincidunt, nibh ac
pellentesque gravida, mauris tortor feugiat turpis, in posuere eros dui vitae nisl. Ut at lobortis lectus, sed lobortis v Ihre letzte Antwort wurde folgendermaBen interpretiert: -t
n 5 . N . . . - Ihre letzte Antwort wurde folgendermalen interpretiert:
metus. Cras libero sem, porta sit amet nibh eget, dapibus viverra enim. Donec id fringilla magna. ( 1 )2 N
T = -
Vestibulum ante ipsum primis in faucibus orci luctus et ultrices posuere cubilia curae; Mauris in malesuada lectus. z
Phasellus auctor facilisis justo, non volutpat erat convallis lacinia. Nullam sed elit a purus hendrerit rhoncus non at -
massa. Nunc euismod elit quis turpis fringilla, eget tincidunt odio bibendum. Proin et massa vel mauris fringilla Richtige Antwort, gut gemacht! »
N
L — | dax istrichtig.
T
# Question ID: 12558 | -0-Version: v2 | @1ID number: - | W Tags: - Richtige Antwort, gut gemacht! Ihre Antwort ist teilweise korrekt
F Die untere Integrationsgrenze ist richtig, die obere Integrationsgrenze ist richtig. Der 1. Bildpunkt mit dem Ortsvektor wy ist korrekt.
uestion
Q Select the correct answers. Der 2. Bildpunkt mit dem Ortsvektor wy ist korrekt.
Correct Ihre letzte Antwort wurde folgendermaBen interpretiert: . . . o
. Die rot unterstrichenen Eintrage sind falsch.
Mark 1.00 out a. Correct © 2. Geben Sie nun die linke Intervallgrenze a an: a = |(24/3 24\ ¥
of 1.00 39 [1.0,2.0]
[ Flag b. False Der 3. Bildpunkt mit dem Ortsvektor wj ist nicht korrekt.
question Ihre Antwort ist leider falsch.
m c. Correct @ Musterlosung:
a= 2‘ ist leider falsch. .
133 Die Abbildung der Punkte (.l‘” y‘) erfolgt mit Hilfe der zugehdrigen Ortsvektoren ( ! ) Diese Ortsvektoren werden mit der Matrix
i
multipliziert. Dies ergibt die Ortsvektoren w; der Bildpunkte.
Your answer is correct. 1 -1 P 1
w, = =
This is the general feedback. Musterlésung: ! (U 1 ) (-‘ ) ( 3 )
The correct answers are: Correct, Correct a) Das Rotationsvolumen V;, einer Funktion f(z) um die - Achse mit x ¢ \'u,M wird allgemein folgendermafen beschrieben: w, = ( 1 1 ) ( 1 ) . (”)
b 0 1 1 1
2
Ve :‘rr-/ (f(z))* dz (1 1 (3 (2
a wy A
. 1 0 1 1 1
Response h |$tory Mit der Funktion f(x) und den Grenzen @ und b = 2 ergibt sich fir das Bestimmungsintegral:
xr
2 g
Step Time Action State Marks Vei=m: / 2 dz
a
1 19/04/25, 16:05:20 Started Not yet answered Um die untere Grenze a zu bestimmen, fihren wir die Integration durch

19/04/25, 16:06:23 Saved: Correct ; Correct Answer saved




What's inside: Assignments

PDF/A Report, instructions, submissions, feedback, and annotated PDFs per submission

(1) Testassignment (Submission #7)

User

Email address
ID number
Course
Opening date
Due date
Cut-off date

Grading due
date

Description

Archiving date

DU Demo User 3 (#6)

demouser3@invalid.localhost
1337004242

Archiving Development (#28)
Friday, 20 March 2020, 12:00 AM
Thursday, 1 April 2032, 12:00 AM
Friday, 30 April 2032, 4:20 AM

Disabled

This is a test assignment that assigns assignments to assigned assignment students

to take their assigned assignments.

Sunday, 13 September 2026, 1:41 PM

Assignment

Activity
instructions

Just pass the test!
Take these on your way:

A Rogers-Ramanujan Identity

qQ qG

1+

Maxwell's Equations

= 1
T-q (G-g0-g *H (1— g% (1 — ¢¥73)

for |g| < 1.

Submission status

Attempt number This is attempt 1 ( 3 attempts allowed ).

Submission status Submitted for grading
Grading status Graded
Time remaining

Assignment was submitted 5 years 201 days early

Last modified Sunday, 13 September 2026, 1:39 PM

Submission

Online text

I did the thing and solved it!

Feedback

Grade
Graded on

Graded by

Feedback comments

Annotate PDF

Feedback files

95.00/100.00

Sunday, 13 September 2026, 1:41 PM

AU Admin User

That's huge! Nice job :)

2 Demo User 3_4_0.pdf

M The solution_graded.zip

13 September 2026, 1:41 PM

13 September 2026, 1:41 PM

File attachments

[© Feedback files

=] Provided intro files

4] Submitted student files

Itd Annotated PDF files



Archive structure

Example: Hierarchical archive of an assighment

assignment-archive.zip - ) _ . .
submissions/ I PDF/A-3b for long-term archiving

L — jdoe-17/
annotation/ :UJ All file attachments
John Doe_17_0.pdf
John Doe_17_0.pdf.sha256
assignment/
template.zip

template.zip.sha256 \ i
el O Optional Moodle backups (. mbz)

|: unit_test_log.txt — .
unit_test_log.txt.sha256 H CSV metadata for all objects

submission/
solution.zip

I: solution. zip.sha256 H SHA256 checksum for every file

submission-17-jdoe.pdf

submission-17-jdoe.pdf.sha256 D[E

-n

HTML Optional HTML sources

Hierarchical or flat layout

submissions_metadata.csv
submissions_metadata.csv.sha256 j5c

~ile and folder names configurable



Archive job details

Inspect archive job metadata and see what's inside

Archive job details

Job ID 110 Activity archiving driver  quiz

Trigger Manual Number of attempts 3

Status Mumber of attachments 2
St dri i

Time created 12 October 2025, 4:56 PM Orage driver ocaldie

Last modified 12 October 2025, 4:56 PM

Archive contents

Below you can find a list of all objects (e.g., quiz attempts or assignment submissions) that were archived by this archive job, including the users they belong to. You can
use the search bar below to filter the displayed list by user.

Search user E ‘

First name / Last name T Archived data Details

D1 Demo User 1 (demo’1@doesntexist.invalid) Attempt ID 14031 Attempt no. 1
28 Nov 2023, 12:08 - 28 Nov 2023, 12:10

Attachments: 0

D2 Demo User 2 (demo2@doesntexist.invalid) Attempt ID 14029 Attempt no. 1
28 Nov 2023, 12:12 - 28 Nov 2023, 12:14

Attachments: o

D3 Demo User 3 (demo3@doesntexist.invalid) Attempt ID 14030 Attempt no. 1
28 Nov 2023, 12:14 - 28 Nov 2023, 12:18

Attachments: a (;] (;]

S S

Back to overview

coq All users with data inside this archive are searchable



File download & integrity

Download job artifacts

f ! E °
This page lists all archived artifacts that were generated by the selected archive job below. You can download each file by clicking on the download button for the E a Sy a Cce S S VI a M O O d I e

specific file.

Archivejob #1118 August 2025, 238 M) > Transparent file retrieval for all storage types

Activity Reference Quiz (standard question types)

S — o o S T H SHA256 checksums of every archive

types)-86_2025-08-18-14-38-20.zip

B Type: application/zip 9 Typesspplcatinfindmoodebadep > Veriﬁ eS integrity Of a rCh ived d ata

[® Size: 17.7 MB

[ Time created: 18 August 2025, 2:38 PM > Re'va I id ated O n eve ry ret rieva I

£ Storage driver: Local Directory

[ Size: 896.5 KB
[ Time created: 18 August 2025, 2:38 PM

£ Storage driver: Local Directory
# Checksum (SHA256): 2639c4477549f2a3a6587a5ad91664d51382703381

# Checksum (SHA256): coab7afb5d7e8847fd944f0e9779ed5057b0f59be2 268e8da501c137907918c1 @ C ry ptog ra p h iC S ig n at u re (TS P / R FC 3 1 6 1)

330f4f29dcfda39fe3deve

B Signature (TSP): Signed on 18 August 2025, 2:38:28 PM by https://

B Signature (TSP): Signed on 18 August 2025, 2:38:26 PM by https:// freetsa.org/tsr > Signed by a trusted Ti me—Stamp Authority

freetsa.org/tsr & querytsq — & reply.tsr
& querytsq — & reply.tsr

o — > Legally proves the archive existed unaltered at that time

[ archive-Arch-Devel-28-quiz-Reference Quiz (standard question

[ local_archiving-course-backup-28-20250818-143820.mbz types)-86_2025-08-18-14-38-20 i P

[ Type: application/vnd. moodle.backup _
B Type: application/zip
® Size: 17.7 MB

[ Size: 896.5 KB
[ Time created: 18 August 2025, 2:38 PM

& Storage driver: Local Directory 9 Time created: 18 August 2025, 2:38 PM

# Checksum (SHA256): 7£262a52d8£81298e981b6c86F98F591ecf5e17bbd £ Storage driver: Local Directory
df1793f3e31dfd2b2a2974

# Checksum (SHA256): c9ab7afbh5d7e884 W do44fRed779ed5857b@F50be2

§ Signat SP): Signed on 18 August 2025, 2:38:27 PM by https:
B sSignature (TSP): Signed on 15 Augus y https:// 330F4f29dcfdalafeldaTe

freetsa.org/tsr

& querytsq — & reply.tsr

B Signature (TSP): Signed on 18 August 2825, 2:38:26 PM by https://

- freetsa.org/tsr
& Download g/

& querytsq — & reply.tsr

& Download @ Delete




Job logs

Every step of every job is logged for full traceability

Archive job logs

Job ID

Status

Time created

Last modified

Logs C

Archive jobs log certain events and actions during execution. Below you can find a list of all logged events for this archive job. If you need more information, please ask
your Moodle administrator to increase the log level on the admin settings page of this plugin.

2825-88-18
2025-88-18
2025-88-18
2025-88-18
2825-88-18
2025-88-18
2025-88-18
2025-88-18
2825-88-18
2025-88-18
2825-88-18
2025-88-18
2825-88-18
2025-88-18
2825-88-18
2025-88-18
2025-88-18
2025-88-18
2825-88-18
2825-88-18
2825-88-18
2025-88-18
2025-88-18
2025-88-18
2825-88-18
2025-88-18
2025-88-18

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

48:
48:
48:
48:
48:
4@:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
4@:
48:
48:
48:

Back to overview

L B B e B e T e B e T T e T e I e T I e T I e T e T e B e T e T e B e I e T T e e B T

INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]

12

18 August 2025, 2:40 PM

18 August 2025, 2:40 PM

Job status:
Job status:
Created acti
Reguested a
Requested a
Stored 1 tas
Job status:
-> Activity
-> Enqueued
-> Activity
-» Activity
-> Activity
-> Activity
-> Activity
Job status:
Job status:
Got 1 artifa
Job status:
Stored activ
Stored backu
Stored backu
Job status:
Created TSP
Created TSP
Created TSP
Job status:
Job status:

Queued (18)
Pre-Processing (2@)
vity archiving task (driver: quiz)
Moodle course backup (#cda7edd7ccd229e684875de@allc48d6): local archiving-course-backup-28-28258818-144814.mbz
Moodle activity backup (#54564f2357349d978b64dad87fbbeb79): local_archiving-activity-backup-86-20258818-144814.mk
k content metadata entries.
Archiving (38)
archiving task status: CREATED (28)
new worker job with UUID 7cc685d2-7c38-1118-af41-2adbcd9dbbe3
archiving task status: AWAITING PROCESSING (48)
archiving task status: RUNNING (1e8)
archiving task 18 progress updated: 8%
archiving task status: FINALIZING (288@)
archiving task status: FINISHED (22@)
Backup Collection (48)
Post-Processing (58)
ct(s) from the activity.
Storing (68)
ity artifact: archive-Arch-Devel-28-quiz-Reference Quiz (standard question types)-86_2825-88-18-14-48-14.7zip (siz
p: local_archiving-course-backup-28-28258818-144814.mbz (size: 17.7 MB) (id: 28)
p: local archiving-activity-backup-86-28258818-144814.mbz (size: 17.7 MB) (id: 21)
Signing (78)
signature for file: archive-Arch-Devel-28-quiz-Reference Quiz (standard question types)-86 2825-88-18-14-48-14.z1
signature for file: local_archiving-course-backup-28-28258818-144814.mbz (id: 28)
signature for file: local_archiving-activity-backup-86-28258818-144814.mbz (id: 21)
Cleanup (98)
Completed (188)



Automatic deletion

[ Automatic cleanup of old archives is supported out of the box

(D Each archive can have a retention time set

> Expired archives are deleted automatically by a scheduled task

@ Admins can enforce retention policies via locked job presets

E'; Batch deletion is supported

> Example: Delete all expired archives on the first of January and July

E] Archive files with Pl are deleted, job metadata and logs remain for traceability



Automation

Because nobody wants to click the "archive" button a thousand times



Archiving triggers

Archive jobs can be created in one of the following ways ...

G

Manual

On demand by teachers / admins
Creates asingle archive job
Full control over settings per job

Can also be disabled

i

Scheduled

e Periodic, e.g. every night

e Archives all activities with new
unarchived changes

e Dry-run mode for testing

£

Event-based

e Listens to Moodle events

e Archives only the affected attempt /
submission

e Right when it happens




Scheduled archiving

Local plugins / Archiving / Archiving triggers / Scheduled

MOOdle Search

General Users Courses Grades Plugins Appearance Server Reports Development

Scheduled

Enabled Default: No

archivingtrigger_cron | enabled
Enables or disables this archiving trigger.

Dryrun [ pefault: Yes

archivingtrigger_cron | dryrun

If enabled, no actual archive jobs are created. This can be used to see which activities would be archived and to validate the configuration.

Archiving schedule  Defines when targeted activities are archived automatically.
Next archiving run starts in 9 hours 41 mins.

Edit schedule

Archive unchanged [ pefault: No
archivingtrigger_cron | archive_unchanged
If enabled, activities will be archived again, even if they have not changed since the last archiving run.

Save changes

@ Activity fingerprints detect changes since the last archive

AN Dry-run mode allows you to see what would be archived before going live



Fvent-based archiving

Admins select which Moodle events create archive jobs

Activity Event Archives

\mod_quiz\event\attempt_submitted

\mod_quiz\event\attempt_graded Mode>0"

El Quiz The affected attempt
\mod_quiz\event\attempt_regraded

\mod_quiz\event\attempt_manual_grading_completed

\mod_assign\event\assessable_submitted

i, Assignment ~ \mod_assign\event\submission_graded The affected submission

\mod_assign\event\submission_locked




Under the hood

r, Partial archiving

» Jobs can be scoped to specific attempts / submissions instead of the whole activity

@ Job fingerprints

> ldentical jobs (same course, activity, settings, objects) are not queued twice

Q@ Combine triggers

> Archive each attempt individually on submission and full activities on a schedule / manually

=Q Traceability

> Trigger, source event, and targeted objects are recorded with each job



Admlnlstratlon & Policies

rchives meet your institutional requirements



Archive Presets

Job presets and archiving scope

System wide default settings for archive creation. These defaults can be overridden when creating a new archive. However, each individual setting can also be locked to

prevent managers / teachers from changing it. This can be useful when enforcing organization wide archive policies.

Export Moodle activity backup (.mbz)

local_archiving | job_preset_export_cm_backup

Export full Moodle course backup
(.mbz)

ocal_archiving | job_preset_export_course_backup

Storage location

ocal_archiving | job_preset_storage_driver

Archive name
ocal_archiving

job_preset_archiv e_filename_pattern

Automatic deletion

ocal_archiving | job_preset_archive_autodelete

Retention time

ocal_archiving | job_preset_archive_retention_time

[ Default: Yes [ | Locked

This will export a Moodle backup (.mbz) of the targeted activity. This can be useful if you want to import this activity
independent of this course into another Moodle instance.

[ Default: No [ | Locked

This will export a full Moodle course backup (.mbz) including everything inside this course. This can be useful if you want to
import this course into another Moodle instance.

Moodle Filestore & |Default: Moodle Filestore [ | Locked

Select where the archived data should be stored.

archive-${courseshortname}-${courseid}-$ ‘ - Locked

Default: archive-${courseshortname}-${courseid}-${cmtype}-S{cmname}-${cmid}_S{date}-S{time}

Name of the generated archive. Variables must follow the ${variablename} pattern. The file extension will be added
automatically.

Available variables:

* ${courseid}: Course ID

e ${coursename}: Course name

* ${courseshortname}: Course short name
e ${cmid}: Activity ID

* ${cmtype}: Activity type

* ${cmname}: Activity name

${date}: Current date (YYYY-MM-DD)
${time}: Current time (HH-MM-SS)

e ${timestamp}: Current unix timestamp

Forbidden characters: .:;*?1"<>|/

(] Default: No, Locked Locked

Automatically delete this archive after a certain amount of time. The retention time can be configured below, once automatic
deletion is activated.

1095 days =

Default: 1095 days, Locked Locked

The amount of time this archive should be kept before it is automatically deleted. This setting only takes effect if automatic
deletion is activated

@ Global configuration of all job parameters

3= Configurable defaults for all jobs

3 Lock settings to enforce institution-wide policies

© Activity-specific presets per activity type
Q Automatic triggers always use presets

nAo Archiving can be limited to some course categories



Storage

Various storage solutions are supported out of the box

Driver

Tier

Use case

Moodle filestore
Local directory

S3-compatible

) Local
@ Hybrid
O Remote

Default, zero configuration
Specific folder, NFS / SMB mounts, ...

DMS, Ceph, RustFS, AWS, ...

&- Local files are directly accessible

@) Remote files are fetched asynchronously and cached

G Allows connection of WORM storage

Local plugins / Archiving / Storage drivers / Object Store (53)

Moodle

General Users Courses Grades

Object Store (S3)

Enabled

archivingstore_s3 | enabled

Connection status

Connection

Search B

Plugins Appearance Server Reports Development

Default: No

Enables or disables this storage driver. If disabled, no archives can be sent to or retrieved from this storage.

Shows whether the settings below are complete and whether the configured endpoint and bucket are reachable. This check is
performed live whenever this page is loaded, using the settings as of the last save.

S3 storage is fully configured
53 endpoint is reachable

Bucket is accessible with the given credentials

Configure the connection to your 53-compatible object storage endpoint. This works with self-hosted S3-compatible services such as RustFS as well as AWS 53.

Endpoint

archivingstore_s3 | endpoint

Region
archivingstore_s3 | region

Use TLS

archivingstore_s3 | use_tls

Verify TLS certificate

archivingstore_s3 | verify_tls

Use path-style access
archivingstore_s3 | path_style

Bucket & Credentials

rustfs.example.com:9000 Default: Empty

Hostname of the S3 endpoint, optienally followed by a port. Do not include a scheme (http:// / https://) or bucket path here, Examples:
rustfs.example.com:9@0@ OI s3.eu-central-1.amazonaws.com.

eu-central-1 Default: eu-central-1
S3 region to use for request signing. Many self-hosted S3-compatible services accept an arbitrary value here, but a value is always required.

% Default: Yes

If enabled, connections to the 53 endpoint are made via HTTPS instead of HTTP.

Default: Yes

If enabled, the TLS certificate presented by the S3 endpoint is verified. Disabling this reduces security and should only be done for self-hosted
deployments with self-signed certificates that you fully trust.

Default: Yes

If enabled, the bucket name is included in the request path (https://endpoint/bucket/key) instead of the hostname (https: //bucket. endpoint/key).
Self-hosted S3-compatible services such as MinIO or Ceph often require path-style access.

Configure the bucket to store created archives in and the credentials used to access it.

Bucket path
archivingstore_s3 | bucket_path

Access key
archivingstore_s3 | access_key

Secret key
archivingstore_s3 | secret_key

moadle52-test] Default: Empty

The bucket to store archives in, optionally followed by a key prefix (subfolder). Format: bucket or bucket/optional/prefix.
Example: mynicebucket/folder/subfolder.

rustfsdemo Default: Empty
The access key used to authenticate with the 53 endpoint.

e £ @

The secret key used to authenticate with the 53 endpoint.



Permissions

Custom capabilities let you control who can work with archives and how

Capability Allows you to ... Default roles
local/archiving:view View and download archives Teacher, Editing teacher, Manager
local/archiving:create Create archive jobs Editing teacher, Manager
local/archiving:delete Delete archives Nobody #dminson)

local/archiving:bypasscourserestrictions  Archive outside of allowed categories = Nobody (Admins only)

O Archives must not disappear accidentally - deletion is denied by default



Archiving Subsystem
Archltecture

core, many pluggable components



The Archiving Subsystem
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Sub-plugin types

Every component is a sub-plugin, allowing for easy extension!

Type Purpose Shipped implementations
Activity archiving drivers: : :
g‘ aIChiVinngd ExtractandYender activity ita Quiz, ASSIgnment

@ archivingstore

Storage drivers:

Store, retrieve, and delete archives

Moodle, Local directory, S3 object store

4 archivingtrigger

Archiving triggers:

Decide when to create archive jobs

Manual, Scheduled, Event-based

*archivingevent

External event connectors:

Notify third-party systems

Flexible API




E xternal services

A variety of external systems can interact with the Archiving Subsystem

Moodle

<< Moodle local Plugin >>

Archiving Manager

l Y %

<< Activity Archiving << Activity Archiving << Activity Archiving
Driver >> Driver >> Driver >>
Assignment Archiver Quiz Archiver Another Archiver

23

<< Core API >>
Moodle Webservices / External API

Worker Services

\ 4 v

<< Worker Service >> << Worker Service >>
Moodle Archiving Worker Another Archive Worker




The Moodle Archiving Worker

Handles the heavy lifting for both quizzes and assignments

[.J Archived exactly as seen in the browser
> Headless browser renders exactly what users saw (MathJax, STACK, GeoGebra, JSXGraph,...)

Q@ Rendering happens outside of Moodle

> No stress on Moodle, no blocked web requests, no PHP timeouts

(/) Asynchronous and parallel

» Archives are created in parallel and in the background

C= Security by design / Least privilege

> Short-lived web service tokens, scoped to a single task

® Ready-to-use Docker image
> Docker Hub: ngandrass/moodle-archiving-worker


https://hub.docker.com/r/ngandrass/moodle-archiving-worker
https://hub.docker.com/r/ngandrass/moodle-archiving-worker
https://hub.docker.com/r/ngandrass/moodle-archiving-worker

Back to 2029 ..

... but now with the Archiving Subsystem

O Coursereset twice? =» Questions edited? R, Teacher left?

Archives live in an independent Questions and grades were Archives are kept by the institution,
storage, not inside the course snapshotted at archiving time not by a single person

& Plugin uninstalled? 1? Moodle upgraded? X Lawsuit ongoing?

Everything was rendered to PDF/A The archive opens without Moodle SHA256 & TSP signature prove the
exactly as seen or custom plugins at all data is unaltered

J Yes, you can prove exactly what was answered and how it was graded




Gettlng Started

Interested? Here's how to try it you



Quickstart

@ Install the plugin local_archiving
» Supports Moodle4.5-5.3,PHP 8.1 - 8.4

> All sub-plugins are bundled

® Spin up an archive worker

Il:
> docker run ngandrass/moodle-archiving-worker
» Or use the public demo worker for testing
® Archive! Full documentation:
https://archiving.gandrass.de


https://archiving.gandrass.de/
https://archiving.gandrass.de/

Open source & community driven

Test and give feedback

Found a bug or have an idea? Let us know!

Build sub-plugins

New activities, storage systems, triggers, ...

Join the discussion
Matrix: #archiving:gandrass.de

Y, ngandrass/moodle-local_archiving

GPLv3 - free and open source


https://github.com/ngandrass/moodle-local_archiving
https://github.com/ngandrass/moodle-local_archiving
https://github.com/ngandrass/moodle-local_archiving
https://github.com/ngandrass/moodle-local_archiving

What's next?

&4 Final release in the Moodle Marketplace
©0 Gathering your requirements and wishes

0¢ Support for more activities?

8 Additional storage systems?

o%0 Standardized event connectors for CMS?

%) Ensuring long-term maintenance



O&A Session

Now it's time for your questions!

You can find all slides of this talk at
& https://gandrass.de


https://gandrass.de/
https://gandrass.de/
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